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« 2012'd SoundCloud Of| A 7=l A|AE RLEE 81 41 E2
+ 2016'A Kubernetes 0|2 SR Z Cloud Native Computing Foundation 0ff ™ ¢! &

 Metric O| 3t 7| / ¢f 422 AMEHE|= A|A 007t U= CHAHR HIo|H 2 &
« PromQL (Prometheus Query Language)O|2t= 7|sX™ 2| A E S

o CIYSH O Sl CA| EE X|& B E

« Target2 AMH[A AM = HAE 1HS Soff 24

« A|2EISwW 2EF | - ARREEL
ArEEX E2E ) - BlS

 Apache License v2.0
HH | «211.0 (20198 78 7|&F)

 Prometheus= £Z GoZ %}y

«Go,Java/JVM, C#/Net, Python, Ruby, Node js, Haskell, Erlang, RustS2| 2102t 2HEIQI0)| 22I0|E
2ol = e{2| X|&

o Kubernetes ¥ Docker O = Prometheus 220|1E 20| =2 2{2|7} MX|E|0] AS

« Grafana f 22 CHA|EE A|AHIGIAM == LIEIH = U=

¢ Cloud Native Computing Foundation

e https://prometheus.io/
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Linux: 32-bit, 64-bit, and ARM.
Mac OS X: 32-bit and 64-bit.
FreeBSD: 32-bit, 64-bit, and ARM.
OpenBSD: 32-bit, 64-bit, and ARM.
NetBSD: 32-bit, 64-bit, and ARM.

Microsoft Windows: 32-bit and 64-bit.

DragonFly: 64-bit
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1. Prometheus A{H AX| 5! 3 (CentOS - Systemd”| 4
2. Node-exporter 2X| 3! W (CentOS - Systemd?|4H)
3. Alertmanager %] 3 4% (CentOS - Systemd?|4H)
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4. 2X| 4L
4.1 Prometheus M AX] 9! A3l (CentOS - systemd)(1/5)

« OS Version : CentOS Linux release 7.6.1810 (Core)
« Prometheus Version : prometheus-2.11.0.linux-amd64

« Prometheus &4 24|0|X| O A| Ct2&
https://prometheus.io/download/
<20194d 78 10¢ 7|E22 X|AHHO| 211>

-Q-Prometheus

1. AA T CJR2E

# wget https://github.com/Prometheus/Prometheus/releases/download/v2.11.0/Prometheus-2.11.0.linux-amd64.tar.gz

2. A I 25 i A|

# tar zvxf prometheus-2.11.0.linux-amd64.tar.gz
3.0 EH=E Ol

# cd prometheus-2.11.0.linux-amd64
4. H7T =0l

# ./prometheus —version

Z8ecibdb3idd)

oS 901,12, — o


https://prometheus.io/download/
https://github.com/Prometheus/Prometheus/releases/download/v2.11.0/Prometheus-2.11.0.linux-amd64.tar.gz

A o] AISH e -
. Exl XX =2oO -Q-Prometheus
4.1 Prometheus AMH AX| 9 &3 (CentOS - systemd)(2/5) -\

-
5. User A4

# useradd --no-create-home --shell /bin/false prometheus

6. LAt Cl2E2| 44
# mkdir /etc/prometheus
# mkdir /var/lib/prometheus

7.8 8% T EC[of 27 27
# chown Prometheus:Prometheus /etc/prometheus

# chown prometheus:prometheus /var/lib/prometheus

8. O|THOf L=dlXct SEHOA BiO[H2| TP S MHEHRZ A
# cp prometheus-2.11.0.linux-amd64/prometheus /usr/local/bin/
# cp prometheus-2.11.0.linux-amd64/promtool /usr/local/bin/

- 8- O==Nlp
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4.1 Prometheus Mt AX| 8! H3H(CentOS - systemd)(3/5)

i
9. SArCh ot 0 CHohM 2md 28

#chown prometheus:prometheus /usr/local/bin/prometheus

#chown Prometheus:Prometheus /usr/local/bin/promtool

10.0| ™ AAZEEHO|M consoles, console_libraries CIH E2| & HKA| S AFSICL

# cp -r prometheus-2.11.0.linux-amd64/consoles /etc/prometheus/

# cp -r prometheus-2.11.0.linux-amd64/console_libraries /etc/prometheus/

11. prometheus 278 oY 44

# vim /etc/Prometheus/Prometheus.yml
# I 4

ot@prometheus ~1# cat /etc/prometheus/prometheus . wm

se_interval: 10s

~ometheus_master'

[ localhost: 9090 ]

-Q-Prometheus

O=2=nlp
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4.1 Prometheus A AX| 3! A3 (CentOS - systemd)(4/5)

12. 280 273 249
# chown prometheus:prometheus /etc/prometheus/prometheus.yml

13. Systemd 478 ot 17

# vim /etc/systemd/system/prometheus.service

-Q-Prometheus

f’

cfevestemd/systendprometheus  service

O=2=nlp
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4.1 Prometheus Mt AX| 5 MW (CentOS - systemd)(5/5)

-
14. Systemd 74 3 A&
# systemctl daemon-reload

# systemctl start prometheus

15. Firewall ZE MX

# firewall-cmd --zone=public --add-port=9090/tcp --permanent

# systemctl reload firewalld

16. 222X OM H5 HAE
# http://<IP3=2~>:9090
QEZ O|OX|ME LI2CtH EX[2t=z

10 Enable query history

Expression (press Shift+Enter for newlines)

Execute - insert metric at cursor - *

Graph =~ Console

“ Momen t »

Element Value

ne data

Add Graph

Remove Graph

S v =
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-Q-Prometheus
4.2 Node-exporter AX| 31 &3 (CentOS - Systemd?|%h)(5/5) '

-
e OS Version : CentOS Linux release 7.6.1810 (Core)
* Node-exporter version
«  Server?| &EfE ZLIHT 5l7| 2[5 X
+ Prometheus 4! ZI|0[X| 0| A Chz

https://prometheus.io/download/
<2019 78l 10 7| =20 2 F|AMHHO| 2.11>

# wget https://github.com/prometheus/node_exporter/releases/download/v0.18.1/node_exporter-0.18.1.linux-amd64.tar.gz

2. A = of A

# tar zvxf node_exporter-0.18.1.linux-amd64.tar.gz

3. BT 2ol

# ./node_exporter --version

(B2 IR O==Nlr


https://github.com/prometheus/node_exporter/releases/download/v0.18.1/node_exporter-0.18.1.linux-amd64.tar.gz

A O]l AlS
4. AX| 8 A
4.2 Node-exporter HX| 3 MW (CentOS - Systemd?|HH)(5/5)

-Q-Prometheus p

4. Node-exporterg 23t 44

# useradd —rs /bin/false nodeusr
5. 0|0 &=dlixct S2HO|AM BiO|H2| TS HHSHZ AL
# cp node_exporter-0.18.1.linux-amd64/node_exporter /usr/local/bin/

6. Systemd 27 It T4

# vim /etc/systemd/system/node_exporter.service

fetc/systemd/systen/node_exporter . service

art=/usr/ local/bin/node_exporter

[ |r|:5;1:;3_| |:|
WantedBy=mu |t i—user . target

(B2 TR O==Nlr
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4.2 Node-exporter AX| 3! &3 (CentOS - Systemd?|%H)(5/5)

-
7. Systemd 748 A A|Z}
# systemctl daemon-reload

# systemctl start node_exporter
# systemctl status node_exporter

# systemctl enable node_exporter

8. Firewall ZE 47
# firewall-cmd --zone=public --add-port=9100/tcp —permanent

# systemctl reload firewalld

O==nlr




14| Ol AlS
4. 2X| 9l 4l

4.2 Node-exporter BX| 8 &3 (CentOS - Systemd?|%H)(5/5)

9. Web 22 H&E5H0] HAYEY =240l

- 19216894 1000100/ metrics *

< C @ @ 192.168.94.100:9100/metrics B e e I o & =

# HELP go_ac_duration_seconds & summary of the GG invocation durations.

# TYPE go_ac_duration_seconds summary
go_gc_duration_seconds{quantile="0"} O
go_gc_duration_seconds{quantile="0.25"} 0
go_gc_duration_seconds{quantile="0.5"} O
go_go_duration_seconds{auantile="0.78"} O
go_gc_duration_seconds{quantile="1"} O

go_gc_duration_seconds_sum 0

go_gc_duration_seconds_count O

# HELP go_goroutines Mumber of goroutines that currently exist.

# TYPE go_goroutines gauge

go_goroutines 7

# HELP go_info Information about the Go environment.

# TYPE go_info gause

go_infolversion="gol.12.5"} 1

# HELP go_memstats_al loc_bwvtes Mumber of bytes allocated and still in use.
# TYPE go_memstats_al loc_byvtes gauge

go_memstats_al loc_bwtes 2.721968+06

# HELP go_memstats_al loc_bwtes_total Total number of bytes allocated, even if freed.
# TYPE go_memstats_al loc_bvtes_total counter

go_memstats_al loc_bwtes_total 2.721968e+06

# HELP go_memstats_buck_hash_svs_bytes Mumber of bvtes used by the profiling bucket hash table.
# TYPE go_memstats_buck_hash_svys_bvies gauge
go_memstats_buck_hash_svs_bytes 1.444017e+06

-Q-Prometheus

~
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-Q-Prometheus

4.1 Prometheus M AX] 9! A3l (CentOS - systemd)(1/5)

« OS Version : CentOS Linux release 7.6.1810 (Core)
 Alertmanager Version : alertmanager-0.18.0.linux-amd64
« Prometheus &4 2 4|0|X| O A| CI&

https://prometheus.io/download/
<20194d 78 10¢ 7|E22 X|AHHO| 0.18>

1. AA T CJR2E

# wget https://github.com/prometheus/alertmanager/releases/download/v0.18.0/alertmanager-0.18.0.linux-amd64.tar.gz

D, AA T Qb= Bl K|
# tar zvxf alertmanager-0.18.0.linux-amd64.tar.gz
3.019 EHZ 0|

# cd alertmanager-0.18.0.linux-amd64
4. BT 20l

# ./alertmanager —version

(B2 -16- O==Nlr


https://prometheus.io/download/
https://github.com/prometheus/alertmanager/releases/download/v0.18.0/alertmanager-0.18.0.linux-amd64.tar.gz

4. X 3 M _——

4.2 Node-exporter BX| 8 &3 (CentOS - Systemd?|%H)(5/5)

T
5. 94 Mo

# useradd --no-create-home --shell /bin/false alertmanager

6. 220 CIMEZ] dd
# sudo mkdir /etc/alertmanager
# sudo mkdir /etc/alertmanager/template

# sudo mkdir -p /var/lib/alertmanager/data

7.4 DM ERO ~27d 27
# sudo chown -R alertmanager:alertmanager /etc/alertmanager

# sudo chown -R alertmanager:alertmanager /var/lib/alertmanager

8. A% T = AL
# cp alertmanager-0.18.0.linux-amd64/alertmanager /usr/local/bin/

# cp alertmanager-0.18.0.linux-amd64/amtool /usr/local/bin/

sl
y g~

-Q-Prometheus

= 1l7/s
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4. X A =2F

4.2 Node-exporter HX| 3 MW (CentOS - Systemd?|HH)(5/5)

9. Systemd 248 It T4

# vim /etc/systemd/system/alertmanager.service

-Q-Prometheus

f’

10. Systemd 8
# systemctl daemon-reload

# systemctl enable alertmanager

O=2=nlp
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5. 7|27
5.1 Prometheus Dashboard%|A] PromQLe & #A

* Prometheusl| AMEO|AM CtATH IO 2 A

& Pprometheus Time Series Colle: X

a @ @ 192.168.94.100:9090/graph

Prometheus

O Enable query history

Expression (press Shift+Enter for newlines)

&« C o @ 192.168.94.100:5080/graphgrange_input= Th&gl.espr=up &gl.tab=1 o In 0O & =

- insert metric at cursor - ¥

Graph  Conscle

O Enable query histery

« »
prometheus

Element Yalue

fio daia

prometheus_api_remote_read_queries
R| prometheus_build_info

prometheus_config_last_reload_success_timestamp_seconds

prometheus_config_last_reload_successful
prometheus_engine_queries
prometheus_engine_queries_concurrent_max Value
prometheus_cngine_guery_duration_seconds
prometheus_engine_query duration_seconds_count Rermove Graph
prometheus_engine_query_duration_seconds_sum
prometheus_http_request_duration_seconds_bucket
prometheus_http_request_duration_seconds_count
prometheus_http_request_duration_seconds_sum
prometheus_http_requests_tatal

prometheus_http_response_size_bytes_bucket

prometheus_http_response_size_bytes_count

prometheus_http_response_size_bytes_sum

prometheus_notifications_alertmanagers_discovered
prometheus_notifications_dropped_total
prometheus_notifications_queue_capacity

prometheus_notifications_gueus_length

prometheus_remote_storage_highest_timestamp_in_seconds v

- 20- O==NU>
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5.2 D L|E{2l CHAF =10]

= L=

-Q-Prometheus

e Prometheus2| Dashboardd|A B L|EE |10 = CHAO| =HQI0| %_"é

4 Prometheus Time Series Colle X g

¢ @ @ 192.168.94.100:9090/graph g 0range_input= Th&g0.expr=prometheusg0. [N 4

Prometheus

Runtime & Build Information
O Enable query history

Comrmand-Line Flags

Load time: 57ms
prometheus Corfiguration Resclution: 145
Total time series: 0
Rules

- - imsertmetrm Targets

Graph  Consale Service Discovery

& brometheus Time Series Colle. X
« »
c @ 192.16894.100:0090 /targets
Element Value
Prometheus
fio data

Rernove Graph

Targets

prometheus_master {1/1 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
httpi//localhost9090/metrics uP 2697sago  7.755ms

job="prometheus_master"

T O==NU>
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5.2 BL{E{Q Clj & =l

Prometheus2| DashboardO|Al 2 L|EHE &1 Q= 12|

& Prometheus Time Series Colle. X

¢ o @ 192.168.94.100:9090/graphigrange_input= 1h&gl.expr=process_resident_

Prometheus

oale query history

processfresidentﬁmemoryﬁbytes‘

- insert metric at cursor - ¥
conso‘e

= 1h + «
58M7
5EM _\H/—'
S4m
52M
il
45M

01:30

b="prometheus_;

O stacked

0z:00

02148

@

Load time: 85ms
Resolution: 145
Tokal time series: 1

Remove Graph

-22-
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Q-Prometheus

6.1 ZLET Cf& L E F7}

-
*  PrometheusO| = E& F7I5I0 2 L|EE

1. Prometheus & 7J I} T Of2H 2t Q10| W7t LHE =2 F=7¢

# vim /etc/prometheus/prometheus.yml

scrape_configs:

-job_name: 'prometheus_master'
scrape_interval: 5s static_config
s:

- targets: ['localhost:9090']

-job_name: node

static_configs:

- targets: ['localhost:9100']

O==nlr
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-Q-Prometheus

6.1 ZLET Cf& L E F7}

2. Prometheus ATH{ X A| &L

# systemctl restart Prometheus

3. Prometheus Dashboard 0| A ' =7} =7HEl 4 =40l

& prometheus Time Series Colle. X e

C @ @ 192.168.84.100:9090 /tzrgats n o e =

Prometheus

Targets

node (1/1 up) EEAES

Scrape
Endpoint State Labels Last Scrape Duration Error
http:fflocalhost:9100/metrics up instance="localhost:0 100" 2536sago  13.31ms

prometheus master (1/1 up) BEH

Scrape
Endpoint State Labels Last Scrape Duration Error

http//localhosta090/metrics up 2.549sago  5.605ms

O=2=nlp
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6.2 AlertmanagerE Edf O|H

=
e Alertmanagers S0l O|H|Y 2 SEE &

u

SH

H

SPS|
=0

rir

1. HX et MEfE TS 7| 2|50 node_exporter D X| 51 down MEf| HH

# systemctl stop node_exporter

& prometheus Time Series Calle X [

c @ @ 192.168.94.100:9090/targets

Prometheus

Targets

Al Unhealthy

node (071 up)

Scrape
Endpoint State Labels Last Scrape Duration Error
http://localhost9100/metrics DOWIN instance= "localhost:9100"" 526msago  1.089ms  Gethttpyfflocalhost9100/metrics: dial
tep [$1]1:9700: connect: connection refu
sed
prometheus_master (1/1 up) m
Scrape
Endpoint State Labels Last Scrape Duration Error
http:/flocalhost9090/metrics Lp instance ="localhost:0090" 540ms age  657ms

O=2=nlp
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6.2 Alertmanagerg S0l O|H|Y=E SX

—
2. Prometheus & °H It 0j| Ofcff W7t 222 =7}
# vim /etc/prometheus/prometheus.yml
global: scrape_inter
val: 10s rule_files:
-rules.yml alerti

ng: alertmanag

Wprometheus ~1# cat fetc/prometheus/prometheus . wml

ers:
- static_configs:
- targets: ['localhost:9093'] T iob name: prometheus._master

scrape_configs:

-job_name: 'prometheus_master

scrape_interval: 5s static_configs

- targets: ['localhost:9090']

-job_name: node
static_configs:

- targets: ['localhost:9100']

O=2=nlp
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6.2 AlertmanagerE Sl O|HYE SH

H
3. rulesym! It A H

# vim /etc/prometheus/rules.yml
groups:

- name: example
> ~1# cat Jetc/prometheus/rules . yml
rules:

- alert: InstanceDown
| nstancelown

expr: up ==

for: 1m

5. Prometheus ATH{ Xj A| &t

# systemctl restart Prometheus

6. Prometheus O A alertO| A A =l 74

Prometheus Al

Alerts

O Show annotations

fetc/prometheus/rulesyml = exarmple

InstanceDown (0 active)

O=2=nlp
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6.2 AlertmanagerE Sl O|HYE SH

T
7. Alermanager &8I} Y2 Ch=1F 20| 4
# vim /etc/alertmanager/alertmanager.yml
Route:
group_by: [Alertname]
# Send all notifications to me.

receiver: email-notifications

receivers:

- name: email-notifications NOTE
Google Z2 HAHES E| 0| Y EEHE MHEH 4= Q)

ajo

email_configs:

- to: example@example.com fr route:
group_by: [Alertname]
om: example@example.com # Send all notifications tome.

receiver: email-notifications
smarthost: smpt.address:<port number> aut

h_username: “<example@example.com>" au recewers:
- name: email-notifications
th_identity: “<example@example.com>" aut email_configs:

- to: <username>@gmail.com fr
om: <username>@gmail.com s
marthost: smtp.gmail.com:587
auth_username: “<username>@gmail.com"
auth_identity: “<username>@gmail.com" a
uth_password: “<user-password>"

h_password: “<user-password>"

_29. O==NU>



mailto:example@example.com
mailto:example@example.com
mailto:example@example.com
mailto:example@example.com
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6. Z20fx|

6.2 Alertmanagers Sdfl O|HYE SX

-
8. Alertmanager & A{A| &}

# systemctl restart alertmanager

9. Prometheus Alertmanager Of| A| =9l

#9093 LE 2 M= C}2 1} 2H0| Alert O] S2EI1A

fujo
Jtot

H2l

&« c @ () 192.168.94.100:9093 4 /alerts - @Y In @O @

Aler‘tmanager Al séSi\er\ces Status  Help | Mew Silence |

Filter Group Receiver: All Silenced Inhibited

K Silence

Custom matcher, e.g. env="praduction”

- Mot grouped 1 alert

06:17:46, 2019-07-12 (JTC) " Source Z Silence

alertname="InstanceDown" instance="localhost:9100" job="node"

. 30 On=nUp




6. SH20i[X| =

-Q-Prometheus
6.2 Alertmanagers Soll O|HY=E SH

10. Alertmanager®| 2|Si| A E L T O 0| & =}l

B

1 alert for

View In AlertManager

[1] Firing

Labels

alertname = InstanceDown
instance = localhost: 9100
job = node

Source

Sent by AlertManager

O=2=NUm
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6.3 Grafanall 95510 A|Z=2 A%

e Grafanat= H|O|H & M 2O Metrice & 2|50 A| 2 3}st= =7

-
*  GrafanaZ A& QUICtD 750 27 S TA

1. GrafanaOll &S0 SLHIRE 2E 2 2

™ Home - Grafana

<« ¢ @ @ 192.168.94.100:3000/Torgld = 1 w o =

28 Home -

G

Home Dashboard

+

A Y am
S os

-

2 .lﬁ(JLIFElTiOI'I Add data source Mews dashboar Add Users Explore plugin rpository

Installed Apps

Mone installed. Browse Grafana.com
Installed Panels

Mone in led. Browse Grafana.com
Installe tasources

Mone installed. Browse Grafana.com

192.168.94.100:2000/datasources

O=2=nlp



6. %’g’o:“x-" -Q-Prometheus

6.3 Grafanall €350 AlZiet A7

. “Add data source” = 2

"% Configuration: Data Sources - X

« c o (0 192.168.84.100:3000/d atasources w In O &
Configuration

Drganization: Main Org.

® [ata Sources

There are no data sources defined yet

& Add data source

<f ProTip: ou can also define data sources through configuration files. Learn more

[ Docs [ Support Plans |% Community | Grafana ve.2.5 (commit; G022d19)

3. O==Nlp
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6.3 Grafanall €350 AlZi=el A7

3. Data Sources 2| 2 E 0| A| “Prometheus” £ 2 &

2|

"% Configuration: Data Sources - X

C @

@ 192.168.94.100:3000/d atasources/new

/ A Azure Monitar CloudWatch

‘o

o’: Graphite \ InfluxDB

Micrasaoft SGQL
& Server

@ PastgreSQL Prometheus

Q TestData DB

Elasticsearch

OpenTSDE

Stackdriver

-34-
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6.3 Grafanall 955t0] A|Z=t A7

= O|SEA
4- Prometheus E%Ol‘jl Tl ol_l- E-IICBI = Prometheus: Settings - Grafarn X

4 1 uU RL” = A O.” Prometheus A_I H.l _+_ (] @ & 192.168.94.100:3000/ datasources fedit/ 1/

ol 1T S Ol
j:l zE Hl_-l L g E—:|| Data Sources / Prometheus
Typa: Prometheus

4-2. “Save & Test”& = =IOt A& =

@ Prometheus Default q{

4-3. “Data source is working” EA| 7} LI 2 [{
S5t A2=20l

1 URL 92.168.94.100:2050

QL% » O

Access Server (Default)

ihitelisted Cookies

Auth
Basic Auth with Credentials
TLS Client Auth with CA Cert
Skip TLS Verify

Forward OAuth |dentity a

Serape interval

]
Query timeout [:]
L]

HTTF Method GET -

" Data source s working
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